Summary of the Role Based Access and Authentication Discussion in Ohio
Through its Health Information Security and Privacy Collaborative, Ohio has been working on security of data with the Minnesota framework of the 4 As (Authorization, Authentication, Access control and Audit) for electronic health information exchange.  The Health Policy Institute of Ohio (HPIO) has organized a Role Based Access and Authentication (RBA) Working Group.  This group convened and considered the context of this domain and reviewed the practices across the state and across the nation.  The RBA group recommends the adaption and adoption of the Minnesota State Framework to Ohio to include more specific recommendations.  Frameworks define the parameters for setting standards within or across states.
The 4 As framework provides assumptions that all Health Information Exchange (HIE) will be grounded in legal agreements among the participants that define the data to be exchanged and stipulates the use of standards for “data content and definition”.  The framework is written to be adaptable to both central data repositories and distributed or federated systems. 

The Authorization principles stipulate unique IDs for users with at least one factor authentication, organizational authorization and medical certification by participating entities and standard roles assigned across organizations. The Ohio RBA group recommends specific roles for Access control to electronic health information exchange to include: 
1. Healthcare Provider with “read” access to the health record and write access excluding prescriptions; 
2. Prescriber with write access to the health record including prescriptions; 
3. Administrative Staff with full access to demographics; 
4. Healthcare Provider Proxy who would read and write with their own access with approval required by the designated healthcare provider; 
5. Public Health Staff with read access to de-identified data and reporting.  
The RBA group also is recommending adoption of the ASTM E-1986-98 role structure as it is extremely granular for classification of healthcare personnel.  This classification system will be useful in the future as technology develops and can provide more specific information to professional groups.  These groups would operationally be assigned to the five categories listed above.  Access control principals applied would be as listed in the 4 As framework.
The Authentication principles specify single factor authentication with two factor authentication across organizations and a standard method for access to all information.  The access control principles presume a treatment relationship for any provider accessing patient information, an acceptance of policies and principles by all participating organizations including sanctions.  Policies that govern termination of access privileges and a timed log out screen saver should be used across organizations.
The Auditing principles include standards for auditing access, log tables to include what user accessed the information, what information was accessed including date and time, duration of access, and a record of all failed log in attempts.  Other auditing recommendations include exchange of standard based audit logs and agreement on the retention period for log tables.  Alerts for inappropriate access and investigation of those incidents should also be standardized and routinized.

One area that will require further definition is to research use of data.  ASTM –E‑1986-98 recommends access to reports on data, not direct access to data as de-identification of data is never fully assured, although often assumed.  Attention to NIH guidelines in this area is essential as these Institutes have worked through many of these issues.  The discussion of this topic is critical as it will affect trust over time.  The RBA group would recommend an approach similar to that set in the ASTM standard that would permit statistical analysis directly from the data; the distinction is that downloads of the data for statistical analysis would not be permitted with this model.

Of course, the statutory authority granted Public Health and their need for the ability to, in the case of need for disease control, trace back patient identity must be taken into account.  That need can fit well into the framework that the 4 As create and ensure public confidence that the procedures are in concordance with public law.
The Ohio RBA group suggests that implementation will require further discussion and development with industry review that reflects the balance between practice and best practice models for these plans.  Common sense rules that support public trust and best security practices are the ideal toward which we strive.  Over the next year’s work, Ohio will collaborate across the state and with other states to continue to define the standards recommended for health information exchanges.
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